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Digital Fight Against Covid-19 and The “New Normal” for Security Institutions

Introduction

Beyond its medical aspects, the Covid-19
pandemic provides a suitable atmosphere for
significant changes in terms of the international
security agenda, the future of the international
system, relations between the hegemon and po-
tential challengers, and cyber security. In addition
to that, it has brought about some results such as
some national and/or regional security mechanisms
utilizing new instruments or tailoring the old
ones to the current situation, and/or employing
their current operational capacity to pandemic-
related actions. The situation, which has emerged
due to the growing area of interest of security
for the first time in the last century, encompasses
human health in a serious and global manner
and will have ramifications. Considering the
direct and indirect effects of the pandemic on

the traditional subjects of Security Studies, it is
likely that health-related and biological risks
will take place in the agenda of, not only health-
related national, regional and global actors, but
also all national and international organizations,

as a much more important and prioritized issue
in the post-Covid-19 period. Therefore, as of its
current progress, the Covid-19 pandemic con-
stitutes the agenda of, not only the health insti-
tutions of states, but also the security institu-
tions.

Lockdown measures have been adopted to
different degrees all around the world as the
Covid-19 outbreak was declared a pandemic
and the number of infections and the death toll
rapidly increased. This article mainly discusses
the way that states transform their capabilities
and diversify their instruments against current
challenges.

Even though some prominent countries had
predesigned measures and a general action plan
against disease outbreaks, the struggle against
the Covid-19 pandemic has been more difficult
than expected. The reasons for this are the diffi-
culty in the execution of such plans, problems
about timing, and the unprecedentedly rapid
spread of the Covid-19 disease, which has been
more than the plans had foreseen. The concerns,
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which are arising from the possibility that the
outbreak would overcome the medical capabilities
of countries, have aggravated the scale of the
threats and take place on the agenda of many
sectors as well as the health sector. Similar con-
cerns about a possible increase in the health-
related security risks that are likely to emerge
unless the outbreak is stopped, have brought the
Covid-19 pandemic as an item to the top of the
agenda in the security domain and security in-
stitutions.

rIn China, .

each individual was
assigned a medical code,
thanks to the Health Code
system that is active in the
platforms of Alipay and

WeChat. J
L— '1)

Different Methods and Instruments
in the Digital Struggle: Examples
from the World

As a response to the Covid-19 pandemic,
countries seeking to control the outbreak have
adopted various methods such as partial quaran-
tines, lockdowns and social distancing. These
measures aim to slow the spread of the disease.
The foremost concerns about the pandemic are
related to determining not only the infected
people, but also their contacts both before and
after the infection and their means of transporta-
tion, limiting their mobility after diagnosis, ap-
plying diagnosis and treatment to those with
whom the infected have interacted, and the
process after hospitalization. In this context,
countries have started fighting against the pan-
demic in cyberspace through websites and/or
various mobile applications. Mobile applications,
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however, have also brought about various security
problems as well as raised fundamental questions
related to freedoms. These concerns include the
possible integration of the surveillance system
that brings together various data from different
databases used for following the infected in ad-
dition to the face recognition systems that seek
to minimize the risks in this process. Applications
vary because not all countries are equally capable
of or willing to managing data and/or democratic
dynamics of countries pose important challenges.
China and Israel are among the countries which
have devised effective initiatives. Similar measures
have been implemented in South Korea, Canada
and Britain or they are currently in the data col-
lection phase -. The latest news from Singapore,
Japan and Germany indicate that these countries
also undertake similar processes with different
dynamics and in different phases.

In China, each individual was assigned a
medical code, thanks to the Health Code system
that is active in the platforms of Alipay and
WeChat.! This application was designed by the
Chinese government and users need to provide
information during their sign up about their ID
numbers, places of residence, contacts with in-
fected people and whether they carry the symp-
toms.? After the information is retrieved, users
are assigned a color code that is either Green
(Covid-19 negative), Yellow (Covid-19 potential
carrier) and Red (Covid-19 positive). People
with Green codes have freedom of mobility,
while the Yellow and Red codes bring an oblig-
atory quarantine of 7 and 14 days respectively.?
The Alipay Health Code system in China, which
1s online in two hundred cities, shares information
with local police forces about users’ locations
and movement. Also, the identity and route in-
formation of passengers in mass transportation
is transferred to the same repository. As the face
recognition and remote body temperature meas-
uring systems are implemented in the existing
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r.The Israeli Ministry of Health |

has launched a mobile

application called HaMagen

(Shield) for the purpose of

preventing the Covid-19

outbreak. HaMagen is available

for download at Google Play and

App Store, and was developed

by Shin Bet, the domestic
' intelligence service of Israel. J
systems, China will be able to upgrade its face
recognition and person monitoring systems with
an integral and the most solid feature up to now.
In another respect, there is discussion about
whether the digital monitoring of Chinese people
constitutes a breach of human rights.* The fact

that the China-based Alipay and WeChat digital
platforms, that have 900 million-1.5 billion users,

have become integral parts of the effort, underlines
the importance of cooperation between the private
sector and the state institutions.’ China has acted
on this opportunity in order to enact “uninterrupted
intelligence and monitoring”, overcoming con-
cerns about personal liberties due to its regime
and has achieved near perfection.

Many countries that are struggling against
the pandemic have started to apply different
versions of China’s practices. The Israeli Ministry
of Health has launched a mobile application
called HaMagen (Shield) for the purpose of pre-
venting the Covid-19 outbreak. HaMagen is
available for download at Google Play and App
Store, and was developed by Shin Bet, the do-
mestic intelligence service of Israel. In this
context, Prime Minister Netanyahu has expanded
the area of operations and powers of Shin Bet.°
The application seeks to develop the capability
to be aware instantly if any user has been in
contact with a Covid-positive case in the past

fourteen days. Israeli officials claim that the ap-
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plication aims to control the outbreak and personal

data remains in users’ phones. It is stated that
the data is updated constantly by the Health
Ministry and is unilaterally sent to users by the
system, which is reliable due to its open-source
codes.” This system has been expanding its plat-
form, which was already being used for Hamas
and Hezbollah attacks, and has utilized its
database for keeping the data for some time.
Netanyahu denied criticisms about data protection
and personal liberties by stating that any delay
under such circumstances might claim the lives
of Israelis. Consequently, one and a half million
Israeli citizens are registered to HaMagen and
users are notified when diseased people are
passing by. The Israeli Constitutional Court,
however, recently ruled against such an expansion
of HaMagen which can also be regarded as an
extension of domestic power struggle.

A Europe-based project has been launched
for a mobile application that would help people
avoid the Covid-19 pandemic. The developers
claim that the application named Pan-European
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Privacy-Preserving Proximity Tracing (PEPP-
PT) will not be obligatory and users are free to
download the application, which ensures the
protection of personal data thanks to end-to-end
encrypted algorithms. Chris Boos, the CEO of
the Berlin-based artificial intelligence company,
the digital policies advisor to Angela Merkel,
and one of the founders of the project states that
the project will not breach personal privacy and
Europe has a long tradition of privacy.®

The project mentions the necessity to monitor
the infected people in order to control the outbreak
and to ensure that other people remain isolated
by processing the coordinates of the infected
people. As a non-profit entity, the PEPP-PT was
developed to inform people about the risks of
being exposed to the virus. The Bluetooth signals,
as the main operating principle of the application,
were designed to measure the distance between
people and transmit the coordinates of infected
people to others. In this context, the movement
of infected people will be monitored and the
speed of the outbreak will be slowed down.’
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The National Center for Medical Intelligence
in the USA, which is a defensive instrument
against diseases and focusing primarily on the
US troops abroad, has been giving one of the
most critical tests since its establishment. NCMI
has rapidly increased its capacity, from satellite
imagery to human intelligence and the intercepting
communication, in addition to the participation
of additional leading names in the medical field.!
Disease outbreaks near military bases of global
powers, which have global military projection
capability in different geographies and dissemi-
nation of such information or disinformation,
pose possible challenges on these powers’ global
reach and power. In the context of the USA, this
development is particularly important at a time
when the country has been debating about its
withdrawal from countries such as Afghanistan,
Iraq, and Syria.

The mobile application launched in Toronto,
Canada, collects interaction and location infor-
mation from telephone companies, aims to
identify the places where people are gathered
and possible areas of spread of the disease. At
first, inconsistent statements came from the
Toronto administration about the application,
which was finally confirmed by the Toronto
governor, and health officials announced that a
similar practice could begin in Ottawa. Although
it is claimed that the data is anonymous and
aims to put pressure on people not to come to-
gether, it is doubtful as to how realistic this
function is, how much it serves the purpose and
whether it is restricted by this purpose.

According to a statement, the project developed
jointly by Oxford University and the NHS in the
UK seeks to develop a counterpart to the Chinese
application, which is deemed “more suitable for
democracy”, collects and deletes data with
consent, and is expected to be implemented in a
short time." In its current state, the application

will be very similar to tools such as coron-
avirus100m and coronamap.site, which are similar
monitoring applications in South Korea, where
the people who get the disease publish their data
with their own consent. South Korea pursues a
holistic method that combines mobile data, credit
card information and facial recognition technology,
similar to China, but in a more transparent way
based on voluntary sharing of data.'? Similarly,
the Stopp Corona application that is based on
voluntary use in Austria, is being used by more
than 130 thousand users." The telecommunications
institute of HHI in Germany and the Robert
Koch Institute, the public health agency, stated
that they are working on an application based
on consent.'* Control-oriented systems have been
implemented to ensure that people suffering
from the disease comply with quarantine in
Poland and Singapore. In addition to mobile
data and phone tracking, Russia has started using
face recognition systems in a similar way to
China, in an integrated manner."> The application
developed by Agree company in 2018 for rain
and earthquake events in Japan is offered for
free access in the context of COVID-19 and col-
lects data from the users about personal and
health status on a voluntary basis.'®

The Health Ministry of Turkey launched the
website koronaonlem.com in the context of the
digital fight against Covid-19. This processes
the data that the users share voluntarily, evaluates
their risks to be infected with the disease, and
advises those who are likely to have been infected
to visit the nearest health institution as soon as
possible. In addition, the people are also asked
to provide information on the countries they
visited in the last fourteen days, whether they
have been in a medical facility, whether they
have been in contact with people with respiratory
diseases and whether they have any chronic ill-
nesses. Furthermore, a mobile application called
‘Hayat Eve Sigar’ was developed and is available
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for download on the Android and App Store
platforms. The system works on a voluntary
basis and enables users via Bluetooth signals to
become aware of any positive cases nearby and
to receive location data about people who passed
there and were tested positive later. Users can
also see the infection density near their location.
At the same time, the application asks users
their health status every day and sends a warning
if their family members are infected or get in
contact with positive cases. In mid-April, the
Scientific and Technological Research Council
of Turkey (TUBITAK) launched a joint call
within the scope of the EUREKA program to
fund research in topics such as diagnosis and
treatment, critical production in the COVID-19
process, development of education technologies
and protection of risk groups, and safe use of
public transports in addition to another call
mainly focusing on the social sciences-related
dimension of the pandemic and its aftermath.

Personal Data and Privacy Debates

The use of these instruments for monitoring
and surveillance of the spread and prevention of
the disease by different state institutions alongside
intelligence agencies and private companies
raises important questions due to the impact on
privacy and the pressure it can exert on personal
freedom of expression. These questions refer to
issues such as the duration of time that these
tools will be used, that the data will be kept, and
the way that data is stored. In this context, the
Human Rights Watch has presented eight condi-
tions to states for the fight against the outbreak,
in order to raise awareness of digital monitoring
in cyberspace.

1. Surveillance measures adopted to address the
pandemic must be lawful, necessary and pro-
portionate. They must be provided for by
law and must be justified by legitimate public
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health objectives, as determined by the ap-
propriate public health authorities, and be
proportionate to those needs. We cannot allow
the COVID-19 pandemic to serve as an
excuse for indiscriminate mass surveillance.

. If governments expand monitoring and sur-

veillance powers then such powers must be
time-bound, and only continue for as long as
necessary to address the current pandemic.
We cannot allow the COVID-19 pandemic
to serve as an excuse for indefinite surveillance.

. States must ensure that increased collection,

retention, and aggregation of personal data,
including health data, is only used for the
purposes of responding to the COVID-19
pandemic. Data collected, fed, and aggregated
to respond to the pandemic must be limited
in scope, time-bound in relation to the pan-
demic and must not be used for commercial
or any other purposes. We cannot allow the
COVID-19 pandemic to serve as an excuse
to gut individuals’ right to privacy.

. Governments must make every effort to

protect people’s data, including ensuring suf-
ficient security of any personal data collected
and of any devices, applications, networks,
or services involved in collection, transmission,
processing, and storage. Any claims that data
is anonymous must be based on evidence
and supported with sufficient information re-
garding how it has been anonymized. We
cannot allow attempts to respond to this pan-
demic to be used as justification for compro-
mising people’s digital safety.

. Any use of digital surveillance technologies

in responding to COVID-19, including big
data and artificial intelligence systems, must
address the risk that these tools will facilitate
discrimination and other rights abuses against
racial minorities, people living in poverty,
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and other marginalized populations, whose
needs and lived realities may be obscured or
misrepresented in large datasets. We cannot
allow the COVID-19 pandemic to further in-
crease the gap in the enjoyment of human
rights between different groups in society.

. If governments enter into data sharing agree-
ments with other public or private sector en-
tities, they must be based on law, and the ex-
istence of these agreements and information
necessary to assess their impact on privacy
and human rights must be publicly disclosed
— in writing, with sunset clauses, public over-
sight and other safeguards by default. Busi-
nesses involved in efforts by governments to
tackle COVID-19 must undertake due diligence
to ensure they respect human rights, and
ensure any intervention is firewalled from
other business and commercial interests. We
cannot allow the COVID-19 pandemic to
serve as an excuse for keeping people in the
dark about what information their governments
are gathering and sharing with third parties.

7. Increased surveillance efforts related to
COVID-19 should not fall under the domain
of security or intelligence agencies and must
be subject to effective oversight by appropriate
independent bodies.

8. COVID-19 related responses that include
data collection efforts should include means
for free, active, and meaningful participation
of relevant stakeholders, in particular experts
in the public health sector and the most mar-
ginalized population groups.!’

The eight points of digital monitoring condi-
tions mentioned above have been signed by 106
institutions including national and international
trade unions of several sectors, think-tanks,
social groups, student associations and private
companies.

There is no doubt that this situation, which is
discussed more in the field of security in the
context of the pandemic, will deepen the securi-
ty-freedom dilemma, which is a fundamental
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problem both during and after the outbreak.
However, a period is approaching that, among
many actors that have developed smart chip and
facial recognition systems, the countries that
have achieved a certain level of progress about
these can both gain more acceptance and increase
their access by testing their capacities.

rOver time, controlling .

equipment and technology
transfer has become one of the
key battlegrounds for
intelligence services as well as

' criminal organizations. '

Competition for Medical
Equipment and Technology in the
Context of COVID-19

In addition to the digital dimension mentioned
above, medical equipment is rapidly gaining im-
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portance as commodities with strategic importance,
which security institutions seek to access before
other actors. One of the first points of tension
about the disease related to espionage is that the
US, based on its intelligence sources, claimed
that China has hidden the severity and outbreak
speed of the virus from the world for a long
time. The same assertion was made by the British
secret service MI16 during the briefing it gave to
British ministers that information about coron-
avirus cases and deaths in China was numerically
and deliberately incomplete in January and Feb-
ruary.’® Over time, controlling equipment and
technology transfer has become one of the key
battlegrounds for intelligence services as well
as criminal organizations. On the one hand,
countries impose restrictions on the export of
medical devices and equipment, on the other
hand, some actors make significant investments
for the post-pandemic world and foreign policy
via aid to various countries, and on the other
hand, some actors are engaged in a race to

transfer equipment. This situation creates a new
arena where both intelligence agencies and op-
erational security forces, which have different
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features and coordination mechanisms in each
country, need to increase their capacities. The
actors of this new sphere and such steps that
they take against the pandemic bear certain sim-
ilarities with some previous “races” such as the
arms race or technology theft. Considering not
only the prestige and financial gain of the actor,
who develops a solution for the disease, but also
the potential to increase its political influence in
the post-Covid-19 world, security agencies of
countries would need to be able to procure the
necessary equipment to have the situation under
control, then monitor the progress of others, and
copy and/or steal them. It is already possible to
see news about the technology theft dimension
of the issue and it seems that the number of such
news items will increase in the near future, let
alone the efforts that will go untold. Considering
that many of the technology thefts known in
history were revealed after years and generally
after the transfer and/or neutralization of the
technology had been completed and many of
them were not more than an exchange of mutual
accusations, this is a likely that such efforts will
be brought up in the decades after the pandemic
unless an important intelligence leak makes a
substantial change in that respect.

Several media outlets put
forward claims that the Israeli
Defense Forces and MOSSAD
acquired COVID-19 tests from
the countries that Israel does
not have diplomatic relations
with and hundreds of medical

masks from several different

' sources. '

In the context of “equipment operations”,
two important cases appear to have been imple-
mented by the USA and Israel. Several media
outlets put forward claims that the Israeli Defense
Forces and MOSSAD acquired COVID-19 tests'?
from the countries that Israel does not have
diplomatic relations with and hundreds of medical
masks from several different sources. This hap-
pened while Israel had only two thousand respi-
rators at the beginning of the pandemic. These
claims have been confirmed by the Israeli par-
ticipants of the TV show ‘Fact’ of Channel 12,
whose names were not disclosed. Despite low
numbers, it is claimed that 1.5 million surgical
masks and tens of thousands of N95 masks were
brought to the country and, additionally, tech-
nology “transfers” were carried out, particularly
on testing, mask manufacturing and respirator
production for the diagnosis and treatment of
the disease, which confirms the above-mentioned
possibility.?® 680 thousand masks sent to Italy
from China were stolen and sent to Czechia
where they were followed. Despite the fact that
Czechia has sent the masks to Italy, it seems
possible that the mistrust between countries will
escalate with similar events. Organizations that
steal the masks from their production sites and/or
people who sell stolen masks at excessive prices
are caught in operations that are performed very
frequently in the European countries and the
USA .2

In an incident described as “modern piracy”
by the German Ministry of the Interior, it was
claimed that 200 thousand masks were seized
by the US while being brought to Germany. The
American manufacturing company, 3M, denied
the existence of such an order, while it was
claimed that the shipment was seized at the
Bangkok Airport, after having been sent to Ger-
many from China via Thailand.?> Moreover,
Germany claimed that 6 million masks with
FFP2 features that it should have been received
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in mid-February had been lost in Kenya, and no
definitive explanation has been made for their
fate. Germany, on the other hand, restricted
the sale of masks to neighbors Switzerland and
Austria, preventing these countries from obtaining
their ordered masks, and consequently, tensions
rose between Switzerland, Austria and Germany.
The two countries accused Germany of behaving
in contrast with unity in Europe.

Shortly before that, France made a similar
accusation, claimed that the masks that it was
supposed to receive went to the USA, and the
USA denied the allegations through diplomatic
channels. However, restrictions on the export of
medical equipment by 3M, which has two-thirds
of its N95 mask production capacity outside the
USA, may lead to the assessment that such
processes for orders received before the restriction
are highly likely.* Other accusatory statements
from France and Spain indicate that the US
companies indirectly prevented the supply of
masks.? The US companies overtook other coun-
tries with both their demand size and price offers
of up to three times the amount of other offers.
In this context, 250 thousand masks granted by
the UN? to New York are likely to be one of the
important items of the debate that will begin
after the pandemic. It is likely that trans-border
organized crime, both between states and across
borders, will increase its illegal activities for
obtaining masks, respirators and medical tech-
nology from states and from each other, due to
statements by the WHO that the illness can
maintain its lethality until 2021 or even 2022.
This situation has made security with respect to
anti-Covid-19 tools very critical, especially in
equipment and technology production and trans-
fer-wise. It is possible that similar operational
moves will be observed in the next two years,
especially on N95 masks, respirators, and scientific
advances in the treatment of the disease, rather
than materials that are relatively easier and can
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be produced by more countries, such as surgical
masks.

r' 6é _\
It is claimed that the CIA and

the NCMI (The National

Medical Intelligence Service of

the US) prepared a report by

analyzing satellite images and

computer frequencies related

to an epidemic that occurred in

China in November. J
; '

The Moves by Intelligence Services
with respect to COVID-19

Intelligence agencies further played important
roles to prevent the spread of the outbreak before
and during the COVID-19 outbreak. After the
emergence of the disease, the activities, modus
operandi and capacities of the intelligence services
have been revisited. The capability of intelligence
services in countries where the disease has spread
to collect data and warn governments against
threats plays an important role in countries’
struggle with the pandemic.

It is claimed that the CIA and the NCMI
(The National Medical Intelligence Service of
the US) prepared a report by analyzing satellite
images and computer frequencies related to an
epidemic that occurred in China in November.
The claims also point out that the White House
was informed until the beginning of January
through briefings and various analyses.?” Until
January and February, despite elaborate intelli-
gence reports about the COVID-19 outbreak,
the Trump administration did not take them se-
riously and praised China’s fight against the dis-
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ease towards the end of January.”® Trump’s un-
derestimation of the disease and intelligence re-
ports came to be mentioned as the worst and
most dangerous policy failure in the history of
the United States as the disease reached the US
and claimed the lives of thousands.

In the United Kingdom, the capacities of in-
telligence agencies for conveying information
and collecting data was regarded as insufficient
as they failed in informing the government be-
forehand and this led to discussions about the
budget allocated to MI5 and MI6 that is over 3
billion Pounds. The absence of specialists in the
ranks of MI5 and MI6 that can work under the
conditions of pandemics, and the lack of intelli-
gence information that would hasten the decision
making of the government are evaluated as the
liability of the British intelligence infrastruc-

ture.?

Iran has adopted strict
measures and MoP Hassan
Norouzi, stated that those who
publish fake news will be
sentenced to one to three years
in prison leading to doubts and
discussions pertaining to the
undisclosed case numbers and

death toll in Iran.

Following the rapid COVID-19 outbreak in
Iran, the government handled the pandemic issue
with a total political and security perspective,
and the intelligence services IRGC and MOIS
started to hide information about the cases. In-
telligence units retain the authority to define
what information healthcare professionals are

allowed to disclose and have forbidden the dis-
closure of this information to the public, the
media and the international community. Iran has
adopted strict measures and MoP Hassan Norouzi,
stated that those who publish fake news will be
sentenced to one to three years in prison leading
to doubts and discussions pertaining to the undis-
closed case numbers and death toll in Iran.*

In the course of the epidemic, intelligence
service activities are generally regarded as hiding
information about the cases and mortality rates
and the propaganda war that is carried out in the
international system, especially on digital plat-
forms. The oppression by China enabled it to
hide the start date of the outbreak and keep
away the statistics about the case and death toll,
Spain attempted to relate the deaths in nursing
homes with reasons other than the pandemic,
Italy did not associate those who lost their lives
outside the hospitals with the outbreak®', and
the USA did not register the deaths of homeless
people who are vulnerable to the outbreak and
did not receive aids where only New York and
Florida had general aid campaigns.*? The reason
for hiding case and death numbers is that gov-
ernments seek to minimize economic and com-
mercial concerns and citizens’ reactions as well
as domestic and foreign policies of countries.

While the intelligence agencies and govern-
ments of many countries affected by the pandemic
conceal information about the cases, propaganda
activities are continuing about issues such as
China having given incorrect information about
the start date of the outbreak, having covered up
cases, and the disease having spread to the entire
world because China had not acted prudently.
Trump’s words labeling the virus as the ‘Chinese
Virus’ since the beginning of the pandemic and
Macron’s accusation against China, that it has
given incomplete information about the virus,
can be evaluated in this respect.
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Conclusion

The Covid-19 pandemic triggered the emer-
gence of new debates in the world about the
field of security as well as health systems. On
the one hand, it is possible to evaluate new
digital applications and websites that many coun-
tries launched and sought to expand as an im-
portant step to reduce the speed of the outbreak
and ensure the isolation of the infected people.
On the other hand, the digital aspect of the
struggle raises questions about the human rights
violations and data security problems that may
emerge due to the monitoring of identity and
mobility information of millions of people as
well as artificial intelligence applications and
facial recognition systems. The new phase of
“digitalization” during the Covid-19 pandemic
brings the risk of data theft by non-state armed
actors, transborder criminal groups and other
states, while at the same time constituting one
of the most important questions with regard to
the security-liberty dilemma due to the risk of
increased rights violations.
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Intelligence agencies and different security
institutions of states carry out operations for
maintaining security both with and outside their
countries, and for supporting the fight against

the outbreak especially for equipment and tech-
nology transfers. These operations are increasing
in number and becoming more visible day by
day. After the Covid-19 pandemic, it is highly
likely that intelligence agencies will experience
changes in their instruments and planning as
well as the scope and method of their operational
efforts. They will have a more active role on the
ground in terms of collection and classification
of data about the pandemic, equipment procure-
ment and technology transfer. In addition to
that, a new period is emerging in which state in-
stitutions, that work in the field of health and
human security as well as information and com-
munication companies, will come forward, new
investment will be observed in these fields, and
cooperation between actors will be promoted.
Rather than for stopping the epidemic, processing
and reporting of the data compiled by the intel-
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ligence agencies and the transformation of these
reports into state policies are related to a context
that involves achieving superiority in certain
areas. These areas are the technological capabilities
of other states, the pharmaceutical industry ca-
pacity, and the level of development of health
systems. Intelligence agencies will also closely
monitor the process that will produce the vacci-
nation or drug for the disease, and will likely
have important roles in their countries’ efforts
related to vaccine development. Moreover, it is
possible to foresee that both national, regional
and global cooperation mechanisms will prioritize
the topic of health, question unsuccessful cases
among existing structures, form new international
organizations focused on health or add new tools
to existing ones.

At the national level, institutions and ministries
working on human security or more specifically
on health will gain importance and new profes-
sional and specialized units for epidemics are
likely to be formed under these. These institutions
will continue to be main actors at the national

level in both the struggle against the current
disease and in similar cases of disease in the
future. Private firms and universities are indis-
pensable elements of this struggle particularly
in the digital dimension. It is possible that
software companies and related university de-
partments will develop new ways to work together
with state institutions for the purposes of designing
the struggle, developing tools, and protecting
the aggregate data from misuse by others. There-
fore, these actors need to be equipped with the
required capacity and resources. Potential failure
in these areas is likely to bring about economically
and socially isolated states that question their
relations with each other, a process of questioning
about alliance systems, bilateral relations and
international organizations, an expanding room
of maneuver for illegal groups and non-state
actors as well as more human resources for
radical movements. The struggle against this
unexpected international security threat that
caught the world by surprise must be carried out
at both national, regional and global levels.
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